Simultaneous Input and State Estimation of Linear Discrete-Time
Stochastic Systems with Input Aggregate Information

Sze Zheng Yong?

Abstract—1In this paper, we present filtering algorithms for
simultaneous input and state estimation of linear discrete-
time stochastic systems when the unknown inputs are partially
known, i.e., when some aggregate information of the unknown
inputs is available as linear equality or inequality constraints.
The stability and optimality properties of the filters are
presented and proven using two complementary perspectives.
Specifically, we confirm the intuition that the partial input
information improves the performance of the filters when a
linear input equality constraint is given. On the other hand,
given a linear inequality constraint, we show that the estimate
error covariance is decreased but the estimates may be biased.

I. INTRODUCTION

The estimation problem for stochastic systems with un-
known inputs has applications found across a wide range
of disciplines. The unknown disturbance inputs often cannot
be modeled by a zero-mean, Gaussian white noise, but
are typically not completely unknown, as they may satisfy
conservation laws [1] or are bounded by physical laws. For
instance, autonomous vehicles do not have knowledge of
the control inputs of other vehicles [2] but these inputs are
limited by the maximum engine power. Other application
examples include real-time estimation of mean areal precip-
itation during a storm [3], fault detection and diagnosis [4]
as well as population and traffic estimation [1], [5], [6].

Literature review. In the extreme scenario where all inputs
are observed, the seminal Kalman filter produces statistically
optimal estimates of the underlying system states. For the
other extreme where the inputs are completely unknown,
numerous filters have been recently developed that find
minimum-variance unbiased (MVU) estimates of the states
only (see, e.g., [3], [7], [8]) or that simultaneously obtain
MVU estimates of both states and inputs (see, e.g., [9]-[12]).

Relatively few filters have been developed for the case
when the inputs are partially known, although this is a known
problem for a long time. Initial research has assumed that
these unknown inputs are fixed biases [13] or have known
dynamics [5], [14]. More recently, the unknown inputs are
assumed to be known at an aggregate level [1], [15] (with
equality), which was shown to be suitable for describing
conservation laws in a traffic study [6] and aggregated
statistics of a population estimation study [5]. However, the
proposed filters in [1], [15] assume that the system has
no direct feedthrough and only estimate states, although
the problem of estimating the partially known inputs is
often as important as state estimation. On another hand,
to our best knowledge, no filters have been developed for
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the scenario when the aggregate input is known to satisfy a
linear inequality, which, for instance, is the case when the
unknown inputs are known to be bounded below (e.g., non-
negative) or above (e.g., bounded L;- and L,-norms). Thus,
the problem of simultaneously estimating states and inputs
in an unbiased minimum-variance manner for systems with
linear input aggregate information and without restrictions
on the direct feedthrough matrix remains open.

A related set of relevant literature pertains to constrained
state estimation, i.e., Kalman filtering with linear or in-
equality constraints [16], [17]. Of particular interest to the
filter development in this paper is the projection method,
which exhibits several desirable properties and for which the
constrained estimation problem can be either solved in closed
form or with a quadratic program.

Contribution. 'We introduce filtering algorithms for si-
multaneously estimating both states and unknown inputs
when input aggregate information is available in the form
of linear equality and inequality constraints. With the input
aggregate equality constraint, we can transform the problem
via a substitution method into an equivalent problem with no
constraints. Hence, the nice properties of the input and state
filter developed in an earlier work [12] directly apply, e.g.,
optimality in a minimum variance unbiased sense, stability
and convergence to steady-state. Furthermore, via a “detour”
of using a projection method [16] that projects the uncon-
strained input estimates onto the constraint manifold, we can
further show that with the input aggregate information, the
mean-squared error of the estimates is decreased.

In contrast, when the input aggregate information is given
in the form of a linear inequality, we use the projection
method to project the unconstrained input estimates onto
the polyhedron described by the linear constraints instead.
We show that the error covariance of the input estimates is
decreased, but the estimates may become biased, although
the bias is imperceptible in our simulation examples.

Notation. R™ denotes the n-dimensional Euclidean space
and C the field of complex numbers. For a vector, v € R™,
the expectation and L;-, Ly- and Lo,-norms are denoted by
E[v], ||v][1, [|v]]2 and ||v]|s. The transpose, inverse, Moore-
Penrose pseudoinverse, trace and rank of M € RP*? are
MT, M~', M*, tr(M) and rk(M). For a symmetric matrix
S, S >0 (S = 0) indicates S is positive (semi-)definite.

II. PROBLEM STATEMENT AND MOTIVATION

Consider the linear time-varying discrete-time system
Tre1 = Apxr + Brug + Grdy, + wy )
yr = Ckrg + Dyug, + Hidy, + vy,

where x;, € R" is the state vector at time k, up € R™ is
a known input vector, d; € R? is an unknown input vector,



and y, € R! is the measurement vector. The process noise
wy, € R™ and the measurement noise vy, € R are assumed to
be mutually uncorrelated, zero-mean, white random signals
with known covariance matrices, Q; = E[wjw, ] = 0 and
Ry, = E[vgv] | = 0, respectively. Without loss of generality,
we assume that n > 1 > 1,1 > p > 0 and m > 0, and
that the current time variable r is strictly nonnegative. g
is assumed to be independent of vy and wy for all k. The
matrices Ay, By, Ck, Dy, G), and Hj, are known, and no
assumption about the rank of Hj is made. We also assume
that maxy (rk[G} H,']) = p (otherwise, we can retain the
linearly independent columns and the “remaining” inputs still
affect the system in the same way).

In our previous work [11], [12], we assumed that dj, for
all k£ is completely unknown. In this paper, we consider the
case when partial input information is available, i.e., we are
given input aggregate information in these linear forms:

1) Linear equality constraint:

Ridy = pr, 2)
where pi € R™ and Ry € R"™*P are deterministic
and known. Furthermore, we assume that R;. has full
row rank, i.e., rank(R;) = r; and r; < p (otherwise,
redundant constraints can be removed). This form of
aggregate information is found in various contexts (cf.
[1]) such as conservation laws, known weighted aver-
ages, aggregated statistics, etc. Some concrete exam-
ples are when net migration arrivals (input variables)
are only known at a national (aggregated) level in
the estimation problem of Australian state populations
[5] or when the net gain of lane-changing vehicles
(unknown inputs) aggregated across all the lanes is
equal to zero in a traffic densities study [6].

2) Linear inequality constraint:

Rydy < pr, 3)
where pi, € R™ and R € R"™*P are deterministic
and known (rp is generally greater than p). This
partial information form allows for the incorporation of
input bounds (including L;-norm and L,-norm) since
unknown disturbance inputs in most practical problems
are bounded. For instance, the unknown inputs of
other drivers [2] are bounded by the vehicles’ engine
power, whereas the fault signals in fault detection and
diagnosis [4] are oftentimes bounded. In the context
of data/signal injection attacks [18], [19] in cyber-
physical systems, it may be reasonable to assume that
the attacker has limited resources.

The estimator design problem can thus be stated as:
Given a linear discrete-time stochastic system (1) with input
aggregate information as a linear equality constraint (2)
and/or a linear inequality constraint (3), design an optimal
and stable filter that simultaneously estimates system states
and unknown inputs.

III. FILTERING WITH PARTIAL INPUT INFORMATION

Having motivated the problem at hand, we now proceed to
present filtering algorithms for the case when input aggregate
information is available, either as an equality or an inequality
constraint. For the scenario when input equality information

Algorithm 1 ULISE algorithm (for unconstrained/equality
constrained unknown inputs)

1: Initialize: PSJ‘O =P5 = (C;oRiéCQ,o)_l 5 &ojo = E[xo] =
Pg”lOCZDRQ_,(I)(zQ,o—DQ,ouo); Ag = Ao—G1,055" Cr0; Qo =
G105y ' R1,055 'G1 o + Qos dio =25 (21,0 — C1 0010 —
D170UQ); Pld,O = 251(01,0]386‘00;0 + Rl,O)Eal;

2: for k=1to N do
> Estimation of da ,—1 and di—1

3 Ak 1=Ar—1 —Gr 1M1 1C1k 13

4 Qk 1=Grp Mg 1Rk 1M1k 1G o + Qros

5: Pk—Ak 1Pk 1|k 1Ak 1+Qk 15

6: Ro = Cs, kPkCQk+R2 kS

7.

8

9

P2k 1= (sz 1C2kR2kC2kG2k 1) 1;
MQk*P2k leIC2kR2k’ .
: Tpik—1 = Ak-1Zp—1jk—1 + Broruk—1 + Grr—1dy j_1:
100 dyk—1 = Mo k(22,6 — Cok@rjn—1 — Da2kur);
11: die—1=Vig_1dik—1+ Vo r_1dax—1;
12: Py = Ml,kﬂcl,kf1P§_1‘k_1AkT,1CQTkM2Tk
_Pld,k 1G1 J— 1C§jkM2Tk;

P, P,
13: pd  —v. 1.k—1 f12,k—1| 7/ T .
Yool I[Pfél L Py Ve

> Time update .
14: B = Trjp—1 + Gop—1d2,6-15
150 P = Gax 1M Ro kM Gy,
o+ - Go k-1 Mok Co 1) Py(I — Go -1 Mok Co i) T
16: R; . = C’g,kPk*ﬂC;k + Rop — Co kG2 -1 M2 1 Ra
—R> kMQTkG;k71CQ,k;
> Measurement update
17: Lk = ( klkCQk G2,x—1 M3 R2 k:)RQ k>
18: £k|k = xk‘k —l: Lk(ZZ,k - CZ,kxk‘k QQ,kuk);
190 Po=0- LkC2,k)G2,k—1M2,kR2~,kLkT
+LkR2~,kM2TkG;k71(I - LxCap) " - .
+(I = LiCa k) Pif(I — LiCok) T + LiRa kL :
> Estimation of di
20: lefclkPMkClk—i—le, Mk =X, 1
21: Plk = My xRy kM k;
22: di g = My g(z16 — C1xTre — D1 rur);
23: end for

(2) is accessible, we consider two equivalent views of the
input aggregate information: (i) as information that can be
included or substituted into the system equations, or (ii)
as a constraint that the input estimate needs to satisfy and
also a manifold onto which the estimate can be projected.
Fortunately, these two complementary perspectives provide
the possibility to study different properties of the filter. Note,
however, that the second perspective is solely given for
analysis purposes, for reasons that we shall provide at the
end of Section III-A.

In addition, taking the perspective of input inequality in-
formation (3) as a constraint provides a means to project the
input estimates onto the polyhedron described by the linear
constraints. However, less can be said about the optimality
of the filter in this case. The error covariance of the input
estimates decreases with the projection, but the estimate
may be biased (though imperceptible in simulations); thus,
improvements of the filter remain a subject of future work.

In the following, we denote the error covariances of the
constrained (i.e., with input aggregate information) propa-
gated and updated state estimates as P k‘ = Cov(izzl ) and



P,fl i := Cov(Zyx), the error covariances of the constrained

input estimate as P{¢_| := Cov(dj_1), and the unconstrained
input estimate (i.e., when ignoring the input aggregate infor-
: d,u Ju

mation) as P, := Cov(d}_,).
A. Filtering with Input Aggregate Equality Information

1) Input Equality as Information (via substitution): View-
ing the given input aggregate equality (2) as information,
we incorporate this partial information via substitution into

(1). Note that if r; < p, there exists an infinite number of
solutions to (2). Thus, we first obtain all solutions to (2) as

dy = Rl + (I — RIRL)de = R pr + 40 1Zk0k, (@)
where the latter term represents all possible signals in the null
space of Ry and we denote with 9%,1 =R (MR ) 7! the
Moore-Penrose pseudoinverse of R;,. We have also carried
out a singular value decomposition of the matrix I — %L%k

I T Ee 0 m]—k = ;T
— RLRy = [Up Us i 0ol lwr | = U kZk D s
2,k

and defined 6, := %Ik(ik € RP+ with p, = p — 7. It can
be verified that (4) satisfies (2) for all czk € R™.

Then, substituting (4) into the original system (1) and
rearranging, we obtain an equivalent system given by

Tpy1 = Apzy, + B,’cu; + G%(gk —+ wg

y = Chay + Dl + HLo + vy ®

where B;c = [Bk kal], D;c = [Dk Hkml}, G;c =
— — T

Githy 12k, Hp, = Hpiy Z, and u), = [u; p,l—] ,

which has the exact form as (1) except with matrices
(Ag, By, Ck, D;., G, H},) and with the noise statistics, Qy
and Ry, remaining unchanged. Thus, the ULISE algorithm
(cf. Algorithm 1) can be directly applied and by extension,
all the nice properties of ULISE such as (i) optimality in the
unbiased and minimum variance sense, (ii) the global opti-
mality over the class of all linear state and input estimators,
and (iii) stability guarantees and convergence to steady-state
(for LTI systems) also hold for the input equality constrained
problem. For the sake of brevity, the reader is referred to
[12] for proofs and a detailed discussion. Note that some
components of §; may only be estimated with a delay [12],
[20], which implies that some components of dj may only
be estimated with a delay too.

As discussed in [12], [20], strong detectability is a key
property for the existence and stability of a simultaneous
input and state filter for linear time-invariant systems. Nat-
urally, we would expect that the strong detectability of
the original system without input aggregate information (1)
would imply that the equivalent system with partial input
information (5) is also strongly detectable, whereas the con-
verse may not be true. Thus, the next proposition formalizes
the conditions for strong detectability of the equivalent linear
time-invariant system with input aggregate information (5),
and provides a proof that confirms the intuition.

Proposition 1 (Strong detectability (time-invariant)). Given
an input aggregate equality constraint (2), the equivalent
system (5) is strongly detectability if and only if

zI—A-G|[I 0 o
rk{ c H][Oﬂl]ner’ VzeC,lz| > 1, (6)

where p := p—rk(R) =: p—r. Moreover, strong detectability
of the original LTI system (1) (without input equality infor-
mation) given by
ik {z[ -A -G
C H
is sufficient but not necessary for the strong detectability
condition in (6).

]:n+sze(C,|z|21, @)

Proof. From the necessary and sufficient condition for the
LTI system (A, B’,C,D’,G’, H') given in [12], we have

W[F—A—GWE] _  [2I-A =G| [l 0]I 0
! c Hu=| T c  HI|0oy]lo

zI—A-G||I 0 o
:rk{ c H][Oul]=n+p,Vz€(C,|z|zl,

where we used the fact that = is invertible. Next, if (7) holds,
zI — A —GU; =2 0 o .
=n+p, 1e, (7)

(1]

then rk

o HiLE | = oy

6). The reverse is not necessarily true, as is shown
0.1 1
0 1.5|°

in which (7)

implies

with the following unstable LTI system A =

10 10 00
G[OJ,C[OJ and H = OJ,

does not hold because of an invariant zero at {1.5} but with
input aggregate information (2) with 98 = [1 1], the strong
detectability condition (6) holds. [ ]

2) Input Equality as Constraint (via projection): If we
view the input aggregate information as a constraint, we
can further prove that the estimates have better perfor-
mance (smaller mean-squared errors in the estimates of
states and inputs) than without the constraint (similar to
state-constrained Kalman filtering [16]), in addition to the
properties that are carried over from the properties of ULISE
as previously discussed in Section III-A.1. To achieve this,
we first show that a commonly employed projection method
in [16] leads to estimates in the linear form, which have the
desired properties. Then, from the global optimality of the
ULISE algorithm over the class of linear estimators [12], we
argue that the estimates computed via substitution in Section
III-A.1 also have the same properties.

The projection method in [16] is useful for projecting the
unconstrained input estimates dj onto the constraint surface.
Thus, to obtain constrained input estimates, we solve the
problem given by

dy := arg min(6 — di) T Wi (6 — dY) s.t. Rpd = p. (8)
5

where W, is any symmetric positive definite weighting
matrix (which we shall see is “optimal” when W, =
(P,f )~1). This constrained optimization problem can be
solved analytically, yielding
di, = dy, — Jp(Red; — pr), ©))
where J;, = W;lm,j(mkw,;lmg)—l. Moreover, we can
find the input estimate error, dy, := dj — dj, from (9) as
di = d — dj; + Je(Rpdi; — px — Rpdi + Rpdi)
= (I = J)dj; + Ji(Ridr. — pr), (10)
where ci}i = dy, —Jg and J := jkiﬁk Note that in this input
equality case, Ridyr — pr = 0, which further simplifies (10)
to dy, = (I — J)d}, and this is the crux for the derivation of



estimate properties, which we state in the following without
proof (interested readers are referred to [16, Theorems 1-3]).

Proposition 2. Let the initial state estimate T be unbiased.
Then the input estimate is unbiased, i.e., E[d,_1—dy_1] = 0.

Proposition 3. The constrained input estimate dy, as given
by (9) with W} = (P,? "~ has a smaller error covariance
than the unconstrained input estimate dy, i.e., P,f < P,;i o

Proposition 4. Among all (symmetric positive definite)
weighting matrices, W, the estimator of dy, that uses W}, :=
(Pd )~ has the smallest estimation error covariance Py,
ie., Pd =< Pg’w".

A straightforward corollary follows:

Corollary 1. The constrained and unconstrained input es-
timate errors also satisfy trace(Pd) < trace(Pd “) and
trace(Pg) < trace(Pk ") for any Wy = 0; and equiv-
alently, E[||dy.|13] < E[||d}|13] and E[|ldy||3] < E[|d}"* [13] if
Zojo Is unbiased.

Proof. By Proposition 3, P! — P& < 0. Since the trace
of negative semidefinite matrices is non-positive, it follows
that trace(P — P™) < 0 = trace(P{) < trace(P™).
The latter trace inequality holds similarly from Proposition
4. Finally, the mean-squared error inequalities follows from
the equivalence: tr(Pg) = tr(E[dyd] ]) = E[||dx3]. ]

Therefore, we observe from the above claims that W, =
(P-*)=1 is “optimal” in that it minimizes the trace of P
and thus the mean-squared error of the input estimates. Next,
we view dj,_as the sum of dj and a zero-mean Gaussian
noise term, di. Thus, any additional uncertainty in the input
estimate (trace(P,f ) > trace(PZ) by Corollary 1) will “in-
crease” the effective noise affecting the system. Intuitively,
the larger uncertainty in the noise terms should not lead to
a smaller uncertainty in the state estimates, i.e., we expect
trace(P"") > trace(Py) and E[||Z}, (3] > ElllZxs/3].
which we observe to hold in simulation and can be explained
in steady-state by the following proposition.

Proposition 5 (Steady-state covariance (time-invariant)).
Suppose that the filters for the linear time-invariant sys-
tems with and without input aggregate equality informa-
tion are stable. Then, the steady-state error covariance
of the state estimates with the input aggregate equality
information/constraint, P35, is smaller than without the input
equality, PL", i.e., we have Py = Pgo’“ and equivalently,
trace(PZ)) < trace(P%Y) and E[||Zoo||3] < IE[H%OOH J-
Proof. As discussed above, with the view that dj, = dk +dk,
the time-invariant filtering problem is equivalent to

Tr+1 = Axyp + Bug + Gdy, + szﬁ
zok = Coxyp + Dauy, + vo i,

where cik is known, W = [G I], w%ﬁ = [J,I w,ﬂ—r and
only the z; component of the measurement is used to
ensure the unblasedness of the estimates (cf. [12]). Note that
we denote with dk and d“ (and, dj, and dy) the constrained
and unconstrained input estimates (and 1nput estimate errors).

By Proposition 3, we have Pd = P, ’“, which implies
that P = P + APZ for APd > 0, which essentially

Y

means that the effective process noise, wy k , is larger when no
equality input information is incorporated, i.e., Cov(w ff M-
Cov(wg™) =: QST — Qsff = AQ), for some AQy, = 0. By
assumption, ﬁlters for the linear time-invariant systems with
and without input aggregate equality information are stable
and hence the steady-state effective process noise covariance
Q< = Qff 1 AQ, exists with AQ, >= 0. Thus, with the
same arguments in [21, pp. 312-316] (briefly summarized
here due to space constraints), a linearity property of the
filters holds in steady-state for any filter gain matrix K, i.e.,
P2 = (I-KC)(APLAT + WQHEW ) (I-KCs) T
+KRyK"
= (I-KCo)(AAPZAT + WAQoW ) (I-KCy) T
= (I-KCo)(APZUAT + WQSE W T)(I-KCy) T
+KRy KT
where the third equation is a sum of the first two; hence,
Pzt = PZ + APY, where AP > 0. It follows that
Pz = P”” “and equ1valently, trace(PZ%) < trace(PZ*) and
IE[H:EOCH ] < E[||#% ||3] (same proof as in Corollary 1). MW

APL
P

It is noteworthy that if only the component 25 ;, € R!=P#
with py, := rk(Hy) is used in the measurement update in
ULISE, instead of 25 € R'PH. with pa; = tk(H}) <
pH, (that results from the equivalent system (5)), a slight
loss in optimality may be expected. Moreover, it is unclear
if the input estimates obtained with the projection method
is equivalent to the one with the previous perspective of
the input aggregate knowledge as information, which also
minimizes the trace of the input error covariance matrix [12].

Nonetheless, since the ULISE algorithm is globally opti-
mal over the class of linear input and state estimators [12],
we know that the estimates using the substitution method in
Section III-A.1 are no worse than the estimates that result
from the projection method, whose estimates are in the linear
form (cf. (9)). This means that Propositions 2,3,4,5 and
Corollary 1 also hold for the estimates using the method in
Section III-A.1. Hence, we recommend the use of ULISE
algorithm (see Algorithm 1) with the equivalent system
(5) (i.e., to use the substitution method in Section III-A.1)
over the projection method in this section. The projection
method is provided mainly for analysis purposes and also
in preparation for the next section on filtering with input
aggregate inequality information.

B. Filtering with Input Aggregate Inequality Information

For the case with input inequality information, the pro-
jection method in [16] can be applied to project the uncon-
strained input estimates dj! onto the constraint polyhedron,
i.e., we now solve the problem given by

dy := arg min(8 — d) "Wy (6 — dY) s.t. Red < pr (12)
é

where W, is any symmetric positive definite weighting
matrix. This constrained optimization problem is a quadratic
optimization problem and can be efficiently solved using off-
the-shelf software packages. From the complementary slack-
ness condition of the Karush-Kuhn-Tucker (KKT) conditions
for optimality, we know that we can find the corresponding
active constraints (for each 7 such that \; > 0) from the
KKT multiplier vector, A, that is typically returned by the



optimization routine. We denote by Ry, and pr the rows
of PRy and elements of py corresponding to the active
constraints; thus, the constrained input estimate d, satisfies
Eﬁkdk = pg. Similar to (9) and (10), we have in this case

dk =dy — Jk(mkdu — k)
=d), = (1 Ji)dy + Jo(Rrdy, — i),

where J;, 1= Wy %T(Sﬁka 19‘{T) and Ji, = JR.. If
Jk(ﬂ%kdk — pr) = 0 (implicitly assumed in [17]), then we
have dj, = (I—J},)d% and thus, Propositions 2, 3 and 4 would
directly follow. However, we observed in our simulations
that this condition does not generally hold. In this case, we
show in the following that the estimates may no longer be
unbiased, although the error covariance of the constrained es-
timates is still lower than that of the unconstrained estimates
when dj, is deterministic and Wy, = (P,f -t

13)

Proposition 6. Suppose Ji,(Rydy — pr) # 0 but E[d}] =0
(a property of ULISE [12]). Then, the inequality constrained
input estimate dk is biased, i.e., E[dk] Jk(iﬁkdk o) # 0.

Proof. Although CZ;; is unbiased [12], since Jk(%kdk—ﬁk) #*
0, it follows from (13) that input estimate is biased. [ |

Proposition 7. Suppose dy, is deterministic. Then, the con-
strained input estimate dj as given by (12) with Wy =
(P,j Y=L has a smaller error covariance than the uncon-
strained input estimate dy., i.e., P,gl = P,f Y and equivalently,
trace(Pg) < trace(P:’“)).
Proof. Since dy, is deterministic, from (13), we have
P = Cov(dy) = (I — Jy)Cov(di)(I — Ji) T
= = Ji)P d:(f JZ) ]
= Pt — g Pt — pRegT 4 g P T
= P~ JkP,f’“,
where the final equality is obtained because it
can be verified from the definition of J, that
Pl = J PO T with Wy = (P*)~1. Furthermore,
Jde“ = ph "W(de“W) 1Ry Pd“ > 0 and thus,
trace(Jde“) > 0. It then follows that Pd < PH" and
trace(P¢) < trace(P,j “). [

(14)

Proposition 8. Suppose di is deterministic. Among all
(symmetric positive definite) weightzng matrices, Wy_1, the
estimator of dy, that uses Wy_1 = (Pk - Y has the smallest
estimation error covariance.

Proof. Proceeding from (14), the proof is identical to [16,
Theorem 3]. |

Next, with the inequality constrained input estimate dp_1
given in (12), we proceed as in the ULISE algorithm (cf.
Algorithm 1) with the time update and measurement update
steps to find the propagated and updated state estimates:

Thpk = Ap—1Zk—1)5-1 + Br—1uk—1 + Gr1di—1 (195
Dg}kuk) (16)

where the filter gain Ly, can be chosen as in [12] to minimize
the state estimate error covariance trace(Fy, ):

Ly = (P.C3 y — Ga g1 Ma p Rox) Ry,

A Ak T A%
Tk = T + Lr(22,0 — Cou@hyy —

a7

where we defined GQ -1 = Gi_ 1([ — Jk-1)Va k-1,
Rﬁk = Oy kP,:ﬁfCQTk + Ry — Co kGQk 1Mo Ro o —
RQJCMz’ sz’ w1021 and the propagated state estimate error
covariance is given by
T xd T

P = [Ar—1 Gr1] [P%_ml ot ?}Zij [ég 1] + Qr-1

~Go o1 Mo 1O Qi1 — Qi—1Cy KMo, sz k—1> (18)
while the resulting P,fl  can be computed as

Pl = LiRo kL] 4 (I — LyCat)Go g1 Mok Ro kL

+LkR2s~kM2—,rkG;,k—1(I iLkCQ,k)T

+(I = LeCo ) Py (I — LipCoy) " (19)
The derivation of the above equations is similar to [12] with
the small difference that dj, is as given in (13), where its
(unknown) deterministic term does not play a role in the
computation of error cross-covariances if we assume that
the state estimates remain unbiased. Since this may not hold
in general because of the possible bias in the input esti-
mates (Proposition 6), the resulting filter may be suboptimal.
Besides, due to the use of only 25 (cf. discussion at the
end of Section III-A.2), the optimality of this filter may
further deteriorate. However, this loss of optimality is hardly
noticeable in the simulations in Section IV-B, with this filter
(summarized in Algorithm 2) still outperforming the case
when the input inequality information is ignored.

IV. ILLUSTRATIVE EXAMPLES
A. Fault Identification

We consider the benchmark problem of state estimation
and fault identification [8], [12] when the system dynamics
is plagued by faults, dj, that influence the system dynam-
ics through the input matrix Gy and the outputs through
the feedthrough matrix Hj as well as zero-mean Gaussian
white noises. Moreover, we assume partial knowledge of the
unknown inputs in the linear form Rdy = py.
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The unknown inputs used in this example are
de = 1, 500 <k <700
k1 =930, otherwise
dy o — { 700k = 100), 100 < k <800
’ 0, otherwise
3, 500 <k <549,600 < k <649,700 < k <749
diz =49 —3, 550 < k < 599,650 < k < 699,750 < k < 799
0,

otherwise.

Figure 1 shows a comparison of the input and state
estimates with and without the input aggregate information
(i.e., constrained by a linear equality and unconstrained,
respectively). As expected, the estimates when given the



Algorithm 2 i-ULISE algorithm (for inequality constrained
unknown inputs)

1: Initialize: Po\o =P5 = (02 ORQ OCQ o)t Cﬁo\o = [-’EO] =
P0|OC'2 DRQ 0(2’2 0—Daouo); Ao = Ag—G1,085 " Cr0; Qo =
G025 'R1,055 Gl o + Qo; diy = 25 (21,0 — C10%0j0 —
D1 ()Uo) PlO = al(Cl,OP(ﬁOCIO_FRl,O)Eal;

2: for k=1to N do
> Estimation of da ,—1 and di—1

3 Ak 1 =Ar—1 —Gr 1M1 1C1k 13

4 Qk 1=GrpaMip— 1Rk 1M1k 1G o + Qs

5: Pk—Ak 1Pk 1|k 1Ak 1+Qk 15

6: Roy = CZ,kPkCQJC + Ro ks

7.

8

9

P2d,’1:—1 = (G;—k 10;—1@1%2_;1602 sz,k—1)71;
My =P, 2k 1G2k 102 kRz k> R
: Tpip—1 = Ak—1Zk—1jk—1 + Br—1ur—1 + Grr—1di k1
10: dy 1 = Ma k(22,6 — Cok@rjp—1 — D2xur);
1 di_y = Vig—1dy 1 + Voe—1d3 13
122 PhY =M g 1Cre1 PEy 1 AL Co My,
PGl O M
Pfllg 1 Pld;k—l

13: Pg’_ul = Vi1 Vilis

P{i2uk—r 1 Pzd,};:1
14: P;i ul = _Plf—l\k—1Ak—102T,kM2T,k
*PfiﬂGIk 1C2TkM2T,k§
15: Plft—ilu = Plz,ifﬁ/l-,rk—l + P;i ulvak—1§
16 dy_, — argming (6 — di_1)"(PE) (6 — dity)

subject to Rr—10 < ri_1;
17: Ri—_1 and 7 rk 1 correspondlng to actlve set;
18 Jpo1 = PEUR)_ R PR T R
19: ng 1=Gr—1({ = Jp—1)Vo,k-1;
20. PL 1_(1 Ji—1) P 1(1 1)
21:  Pr =PI~ Jeen) T
> Time update .
22: B = Ak—12p—11k—1 + Br—1uk—1 JgGk—ﬂTik—l;
A e N I
: —Ga g 1M, Co 1 Qr_1 — rilc{kMszG';kfﬁ
24: R3, = CQ,kP]:ﬁCC;k + Rop — CoxGai—1 Mo pRo
—Ry, kMQTké;k_1C2,k§
> Measurement update
25: Lk = (PklkCz E— Gg k—1Ma R k).R2 L
260 Zgp = Tip + Li(z2,6 — Copdhyy — D~2,kuk);
27: P = (I - LxC k)GQ k-1 Ma kRo 1 L]
+LiRy, KMy kG2 o1 (I = LiCo k)
+(I — LiCs o) P — LiCoy) " + LeRok Ly s
> Estimation of di
28: Rlyk = Cl,kP}ngCIk + Rlyk;
290 Mix ="
30: Pf{’;f = M Ri,x M k;
31: dAllLk = M k(z1,x — C1pfre — D1rur);
32: end for

input aggregate information are closer to the true states and
inputs and have lower error covariances (cf. Figure 2).

B. 3-Area Power System

We consider a power system [19], [22] with three intercon-
nected control areas, each consisting of generators and loads,
with tie-lines providing interconnections between areas. A
simplified model of the control areas and the tie-lines is given
by (cf. parameter definitions in [22, Chap. 10], [23]):
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Fig. 1: Unconstrained (‘unc’) and constrained estimates of
states x1, T3, 3, T4, T5, and unknown inputs d;, do and dj
in Example IV-A.
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Fig. 2: Traces of unconstrained and constrained estimate
error covariance of states, trace(P*), and unknown inputs,
trace(P?) in Example IV-A.
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where Aw;, APyccn;, and APuv; represent deviations of
the angular frequency, mechanical power and steam-valve
position from their nominal operating values. We assume
that all states are measured (i.e., C’Z’“ = I) where the system
is affected by additive zero mean Gaussian white process and
measurement noises with known covariances QQ = 1072 x
diag(1,1.6,2,1.2,2.5,1.4,0.3,2.11,3,0.2,0.9,1.8) and
R =10"2% x diag(2.1,0.6,2.2,0.2,1.9,1.4,1.3,1.1,2.3,1.2,
0.3,1.8). Moreover, the measurements of Aw; are injected

. . . . T
with adversarial additive signals dj = [ko di.2 dk73] ,
where the attacker is limited in that ||dgll; < 6, or

1 1 1 6
1 1 -1 6
1 -1 1 6
equivalently, _11 _11 1] die < g . The system parameters
-1 1 -1 6
-1 -1 1 6
-1 -1 -1 6

w
-
<

used in this example are D = 3, = 0.03, M} = 4,
Tem, =5, Ta, =4, Dy = 0.275, R} = 0.07, My = 40,
Tenu, = 10, Tg, = 25, D3 = 2, R; = 0.04, M$ = 35,
Tom, =20, Tg, =15, Tha = 2.54, Ths = 1.5, T3; = 2.5.
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Fig. 3: Unconstrained (‘unc’) and constrained state and attack

magnitude estimates in Example IV-B.
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Fig. 4: Traces of unconstrained and constrained estimate
error covariance of states, trace(P*), and unknown inputs,

trace(P?) in Example IV-B.

A comparison of the input and state estimates with and
without the linear inequality constraint is shown in Figure
3. We observe little or no improvement to the state estima-
tion, presumably because the attack signals only affect the
measurements and not the system dynamics. However, we
see that the input estimates are closer to the true inputs and
the predicted bias (see Proposition 6) appears insignificant.
This can probably be explained by noticing that the bias is
introduced only when Rydy = pr but Rpdy # pr. That
Ryd, = pi suggests that Rpdyr — pr and thus the bias
in (13) is likely to be small. We also observe in Figure
4 that the error covariance of the input is decreased only
when the estimates are projected onto the boundary of the
polyhedron described by linear inequality constraints, as
expected. This also suggests that linear inequality constraints
are less informative than equality constraints.

V. CONCLUSION

We presented filtering algorithms for simultaneous input
and state estimation of linear discrete-time stochastic systems
for systems in which the inputs are not completely known
but some aggregate information of the unknown inputs is
available, either as linear equality or inequality constraints.
Using two complementary views of the partial input in-
formation, we study the properties of the filters including
the conditions for stability and optimality in the minimum-
variance unbiased sense. We show that the estimate error
covariance of the filters decreases when input aggregate
information is available in either form. Moreover, given an
equality constraint, the estimates remain unbiased but when

given as an inequality constraint, the estimates may be biased
although the bias is imperceptible in our simulation example.
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